UHdopmaumroHHan naMaTka gnsa ody4varowmxca ans
pa3mMeLleHna Ha ohmumanbHbIX UIHTEPHEeT-pecypcax

C KaxgblM rogqomM MONoaeXu B UHTEPHETE CTAaHOBUTCA Gornblue, a LWKONbHMKM O4HM M3 CaMblX
aKTUBHbIX Nonb3oBaTtenen PyHeTa. Mexay TemM, TOMUMO OrPOMHOIO KONIM4eCcTBa BO3MOXHOCTEN,
WHTEPHeT HeceT 1 Npobnembl. ATa namsiTka AoMmKkHa NoMoYb Tebe 6e3onacHo HaxoAUTLCH B CETU.

KomnbloTepHble BUPYCbI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMBLIOTEPHbIX NPOrpamm, OTIIMYUTENBHO
0COBEHHOCTbLIO KOTOPOW SABNSIETCA CMNOCOBHOCTb K pa3MHOXEHUI0. B JoNonNHeHe k 3ToMy, BUPYChI
MOTYT MOBPEAUTb UMW NMONHOCTBIO YHUYTOXMWTb BCE halnbl U AaHHbIE, NOAKOHTPOMNbHLIE
nosnb30BaTento, OT MMEHWN KOTOPOro Obina 3anyllieHa 3apaxeHHas nporpamMma, a Takxe nospeanTb
UM gaxe YHUYTOXMTb OMNepaLMoHHY0 cucTemMy co BceMm daiinamm B Lerniom. B 6onbunHcTe
crny4yaeB pacnpoCTPaHATCS BUPYChbl YEPE3 UHTEPHET.

MeToabl 3alnTbl OT BPEOOHOCHbIX NMporpamMm:

1. Ncnonb3yin coBpeMeHHble onepaunoHHble CUCTEMbI, UMEIOLLNE CeEPbE3HbIN YPOBEHb 3aLlLMThbl OT
BPEOOHOCHbIX NPOrpamm;

2. MocTosHHO ycTaHaBnNMBan nayTu (LMdpoBble 3annaTkn, KOTopble aBTOMaTUYECKU
yCTaHaBMUBAIOTCS C Lenbio 4opaboTkM NporpaMmel) U Apyrme 0OHOBMEHNS CBOEN onepaLyuoHHOM
cucteMbl. CkaumBan UxX TONMbKO € odnumanbsHoro canTa paspabotyunka OC. Ecnu cywecTtsyet
pPeXum aBToMaTN4ECKOro 0GHOBMEHUS, BKMOYU €rO;

3. PaboTali Ha cBoeM KOMMbIOTEPE NOA NpaBaMu NoNb30BaTeNsl, a He agMUHMUCTpaTopa. ATO He
No3BONMT BOMBLUMHCTBY BPEAOHOCHBIX MPOrpamMM UHCTanIMpoBaTbCs Ha TBOEM NEPCOHaNbHOM
KOMMbloTEpE;

4. Vicnonb3yn aHTUBUPYCHLIE NPOrpamMMHble NPOAYKTbI M3BECTHLIX MPOU3BOAUTENEN, C
aBTOMaTU4YeCKUM OOHOBreHnem bas;

5. OrpaHqu C*)I/I3VI‘-IeCKI/Il7| OO0CTyn K KOMMNbOTEPY A5Ad NOCTOPOHHUX NNL,;

6. Micnonb3yi BHeLLHME HocUTeNN NHopMaLnn, Takue Kak doreLlka, AMCcK unu gann ns MHTepHeTa,
TOMbKO M3 NPOBEPEHHbIX NUCTOYHUKOB;

7. He oTKpblBai KOMMbOTEPHbIE dhanrbl, NOSTyYeHHbIe U3 HEHAOEXHbIX UCTOYHUKOB. [axe Te
hannbl, KOTOPbIE NpPUCHan TBOM 3HAKOMbIN. Jlydlle YTOYHM Y HEero, OTNpaensn nm oH Tebe nx.

Cetn WI-FI

Wi-Fi - 310 He BMA nepedayn gaHHbIX, He TEXHONOMS, a BCero nuwb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackas komnaHus 3apermctpuposana 6peHag "WECA", uto 0603Havano
cnoBoco4veTaHne "Wireless Fidelity", koTopbIi nepeBoguTcs kak "d0ecnpoBogHas TOYHOCTL".

[lo Hawero BpeMeHu goluna apyrast abbpesnartypa, KoTopas siBNsieTcs Takol e TexXHorornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe ObINIO JaHO C HAMEKOM Ha CTaHOapT BbICLLEN 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03HavaeT "BbICOKasd TOYHOCTL".

[a, 6ecnnaTHbIA UHTEPHET-AOCTYN B Kadpe, OTENSAX N a3ponopTax SBNAETCS OTIINYHOWN
BO3MOXHOCTbIO BbIX04a B UHTEPHET. HO MHOrMe akcnepThbl CHUTAKOT, 4To obwenoctynHele Wi-Fi
CeTun He sABNnATCs 6e3onacHbIMU.

CoBeTbl N0 6e3onacHOCTM paboThbl B 06LenocTynHbIX ceTsx Wi-fi:

1. He nepepgasai cBoto nNnyHy0 nHdopmaumio Yyepes obwenoctynHbie Wi-Fi cetu. PaboTtas B HuX,
XenaTtenbHO He BBOAUTL MAponiv AOCTYNa, NIOMMHbI U Kakne-TO HOMepa;

2. Vicnonb3ayi 1 06HOBNAN aHTUBMPYCHbIE Nporpammbl 1 6paHamayep. Tem cambim Tl 06e3onacuilb
cebs OT 3aKayku BMpyca Ha TBOE YCTPOMUCTBO;

3. Mpu ucnonesosaHmn Wi-Fi oTknoun pyHkumo "O0Lwmn gocTtyn K dpannam n npuHtepam”. aHHas
YHKLMS 3aKpbiTa N0 YMONYaHWI0, O4HAKO HEKOTOpbIE NOMb30BaTeENN akTUBMPYIOT ee Ans yaobcTea
ncnonb3oBaHus B pabote unu ydebe;



4. He ncnonbayn nyénuunHeii WI-FI ona nepegayv nudHbIX aHHbIX, HAaNpuMep Ans Bbixo4a B
coumanbHble CeTU UMK B 3NIEKTPOHHYIO NOYTY;

5. Micnonb3yn Tonbko 3awuileHHoe coeguHerne vyepe3 HTTPS, a He HTTP, 1.e. npu Habope Beb6-
agpeca BBoan MMmeHHo "https://";

6. B mobunbHom TenedoHe oTkntoum yHkumto "MoakntodeHune k Wi-Fi asTomatmnyeckn”. He
Aonyckan aBToMaTUYECKOro NoaknodeHnst yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumarnbHble CETU aKTUBHO BXOAAT B HaLLy XW3Hb, MHOTME oM paboTatoT U XKMBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpmpoBaH Munnuapg YenoBek, YTo SABsieTCs 0OHON ceabMOW
BCEX Xutenen nnaHetbl. MHOrMe nonb3oBaTenNn He MOHUMAOT, YTO MHAOPMALMS, pa3MeLLeHHasa
MMM B COLManbHbIX CETAX, MOXET ObITb HargeHa 1 UCMoNb30BaHa KeM YrogHo, B TOM YUCHE He
00s13aTenbHO ¢ GnarMmm HamepeHnsMn.

OcHoBHble coBeTbl N0 6e30nNacHOCTH B coLMarbHbIX CETAX:
1. OrpaHnyb cnvcok apy3en. Y 1ebs B opy3bax HE OOMKHO ObiTb CyYalHbIX U HE3HAKOMBbIX N0AEN;

2. 3awuiian CBOK YacTHYH0 XN3Hb. He ykasbiBar naponu, TenedoHbl, agpeca, Aaty TBOEro
POXOEHNS U APYTYI0 NINYHYIO MHCpOpMaLMIO. 3MOYMBbILLNEHHUKN MOTYT MCNONb30BaTh AaxXe
WMHpOpPMaLMIO O TOM, KaK Tbl U TBOM POAUTENN NNAHUPyeTe NPOBECTM KaHUKYIbI;

3. 3awwmwan ceo penyTaumio - AepXn ee B YNCTOTE U 3adaBan cebe Bonpoc: XoTen 6bl Thbl, YTOOLI
Apyrue nonb3oBaTeny BUOENN, YTO Thl 3arpyxaelb? Nogymai, npexae Yem 4To-To onybnmkosaThb,
HanucaTb 1 3arpy3unThb;

4. Ecnu Tbl rOBOpULLb C NIOABMU, KOTOPbIX HE 3HAELLb, HE UCMOSb3YI CBOE pearibHOE UMS U APYryto
NMYHYIO MHOPMaLMK: UMSI, MECTO XXUTENbCTBA, MECTO y4ebbl 1 NMPoYeE;

5. N36eran pasmelleHns dotorpacduin B UHTEepHeTe, rae Thl M3006paXxkeH Ha MECTHOCTU, MO KOTOPOW
MOXHO OonpeaenuTb TBOE MECTOMONOXEHNE;

6. MNpwu pernctpaumm B coumanbHOM ceTn HEOOXOAMMO NCMONb30BaTh CIIOXKHbIE NApONu, COCTosALLMNE
13 B6ykB 1 LNP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ons coumanbHOM ceTu, NoYTbl M APYrMX cauToB HEOGXOAMMO MCMONb30BaTh pasHble Naposu.
Torga ecnv Te6s B3NOMatoT, TO 31I0YMbILLINIEHHMKM MOMy4YaT OOCTYN TOMNbKO K OAHOMY MECTy, a He BO
BCe cpasy.

OneKTPOHHbIe AeHbIn

ONEeKTPOHHbIE AEHbIM - 3TO OYEHb YA0OHbIV CNOcob NnaTexen, 0AHAKO CYLLECTBYIOT MOLLUEHHUKMU,
KOTOpbl€ XOTAT MNONYYUTb 3TN AEHbIN.

OnNeKTPOHHbIE AEHbIN MOSIBUNUCH COBCEM HEAABHO U MMEHHO M3-3a 3TOr0 BO MHOTMX roCy4apcTBax
[10 CVX MOpP HEe MPOMMCaHO MPO HKX B 3aKOHAX.

B Poccum e oHN (OyHKLMOHMPYIOT N O HUX Y>Ke NPOMNMCAHO B 3aKOHe, rae UX pasgenstoT Ha
HECKOMMbKO BUAOB - aHOHUMHBIE U HE aHOHWMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpbIX paspeLuaeTcs NpoBoAnTb onepauun 6e3 ngeHTudrkaumm nonb3oBaTens,, a B
HEaHOHMMHBbIX OEHTUMKaLMSA Nonb3oBaTens aBnseTcs 0b693aTensLHON.

Takke cnegyeT pasnuyaTb SMNEKTPOHHbIE naTHbIE AeHbIM (PaBHbI FOCYAAaPCTBEHHBIM BantoTam) u
3NEKTPOHHbIE HedmaTHbIE AEHbM (HE paBHbI FOCY4AapPCTBEHHbIM BantoTam).

OcHoBHbIe coBeTbl N0 6e3onacHomn paboTe ¢ 3MEKTPOHHLIMU AeHbramu:

1. NpmBSXKKU K cHETY MOBUNBHBLIN TenedoH. OTO caMbiit YAO0OHbIV U BbICTPbIA CNOCOD BOCCTAHOBUTL
[OCTYN K cyeTy. [NpunBaA3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOW MnaTeXHbIN Naposib Uin
3angellb Ha canT C HE3HaKOMOro YCTPONCTBA;

2. Vicnonb3yn ogHopasosble naponu. Nocne nepexoaa Ha YCUNEHHYH aBTopu3saLmio Tebe yxe He
OyZeT yrpoxaTb OMacHOCTb KpaXku Uiv nepexasaTa NnaTexHoro napons;

3. Boibepu crnoxHbIvi naponb. MNpectynHukam ByaeT He NpOCTo yragaTh CROXHbIN
naponbe. HagexHble naponu - 3To Naponu, KoTopble coaepXaT He MeHee 8 3HaKOB U BKMOYaloT B



cebsi CTpoYHble M NponucHble OyKBbI, LMdPbI U HECKOSTLKO CMMBOJIOB, TakMe Kak 3HaK gonapa,
dyHTa, BocknMuaTenbHbIii 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOM NUYHbIE AaHHbIE HA calTax, KOTOpPbIM He JoBepsiELLb.
AneKTpoHHas no4rta

OnNeKTPOHHAas NoYTa - 3TO TEXHOSOIMSA 1 NpeoCTaBnseMble €K YCIYrn Mo NePEChISIKE N MOTyYEHUHO
3NEKTPOHHbIX COOBLLIEHNI, KOTOPbIE pacnpedensatoTcs B KOMNboTepPHOM ceTu. OBbIYHO
3NEKTPOHHbIN NOYTOBbLIN ALWMK BbIMMSANT cnegyowmm obpasom: UMs_nonb3oBaTena@umsa_aoMeHa.
Takke Kpome nepegaym NPoCToro TEKCTa, UMEETCS BO3MOXHOCTb nepedasaTth hannbl.

OcHoBHble coBeTbI M0 ©6e3onacHon paboTe C 3NEeKTPOHHOW MOYTON:

1. Hapo BbiGpaTb NpaBunbHbIN NOYTOBLIV cepBUC. B MHTEpHETE ecTb OrpoMHbIN BbiIGOp GecnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO NyuLle AOBEPSITb TEM, KOTO 3HAELUb U KTO NePBbIi B PENTUHTE;

2. He ykasbiBait B NIMYHOM NOYTE NNYHYI0 nHdopmaumto. Hanpumep, nydiue Boibpatb
"My3blkanbHbIn_thaHaT@" nnm "pok2013" BmecTto "tema13";

3. Vicnonb3yn aByxaTanHyto aBTopm3aumio. ITo Korga mMOMUMO Naposis HY>KHO BBOAUTL Kof,
npucbinaemMmbii no SMS;

4. Bbibepun cnoxHbin naponb. [nsa kaxaoro nodYToBOro sSiLMKa AOMMKEH ObITb CBOWM HAOEXHbIN,
YCTONYMBLIN K B3[IOMY Napornb;

5. Ecnun ecTb BO3MOXXHOCTb Hanucatb CaMOMy CBOM JIMYHbIA BONPOC, MCMOMb3YN 3Ty BO3MOXHOCTb;

6. Mcnonb3yi HECKOMBbKO NOYTOBbLIX AWMKOB. NepBbl 4151 YaCTHOW NepPEnncKn ¢ agpecaTtamu,
KOTOPbIM Thbl AOBEpPSiELLb. DTO 3MEKTPOHHbIN afpec He HAaAo UCMONb30BaThb NpPU perncTpaumm Ha
dopymax 1 cantax;

7. He oTkpblBaw thainbl U gpyrne BrAOXeHWUs B NMCbMax, AaXe eCriv OHU NPULLAK OT TBOUX APY3€EN.
Jlyylle yTOYHM Y HUX, OTNPaBNANu N oHn Tebe aTn cannel;

8. MNMocne okoH4YaHust paboTkl HAa MOYTOBOM CEPBMUCE Nepes 3aKpbiTUEM BKITaOKM ¢ cakToM He 3abyapb
HaxaTb Ha "Bbiitn".

KnbepObynnuHr nunu BupTyanbHoe nsaeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne coobLLEHMAMM, cogepKaLlMMM OCKOpOneHns, arpeccuto,
3anyrmBaHue; XynmraHcTeo; colpanbHoe 60MKOTUPOBaHNE C NMOMOLLBHO PasfNYHbIX UHTEPHET-
CEepBUCOB.

OcHoBHbIe coBeTbl M0 6opbbe ¢ knbepOynnnHrom:

1. He 6pocalicst B 601. Jyywumit cnocob: nocoBeTOBaTLCS Kak cebs BECTU 1, ECNN HET TOrO, K KOMY
MOXXHO 0BpaTUTLCS, TO BHA4arne ycrokouTbes. Ecnm Tbl HaYHeLLb oTBeYaTh OCKOPOEHUsIMU Ha
OCKOPGeHMs, TO TOMbKO eLle BonbLle pa3oxKeLllb KOHMINKT;

2. YnpaBnsu cBoewn knbeppenyTtauuen;

3. AHOHUMHOCTb B CETM MHUMaS. CyUJ,eCTByI-OT €nocobbl BbIAICHUTb, KTO CTOUT 3@ aHOHUMHbIM
dKKayHTOM;

4. He cTonT BECTN XynuraHckuin obpas BUpTYyanbHOM XM3HU. IHTepHEeT mKkeupyeT Bce TBOU
OEVNCTBUS U COXpaHSeT UX. YoanuTb ux OyaeT KpariHe 3aTpyAHUTENbHO;

5. Cobnogan cBOK BMPTyanbHY YeCTb CMOMOoAY;

6. IrHopupyn eguHuyHbIi Heratue. OgHoOpa3oBble OCKOPOUTENbHbIE COODLLEHMS NyYLle
urHopmpoBaTb. OBbIYHO arpeccus NpekpaLlaeTcs Ha HadyanbHOW CTaauuy;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMI COOBLLEHUAMMU, B COLMATbHbBIX CETAX €CTb
BO3MOXHOCTb BITOKMPOBKM OTMNPaBKN COOOLLEHUI C ONpeaerneHHbIX aapecoB;

8. Ecnu Tbl cBngeTenb knbepbynnuHra. TBou 4eNCTBUS: BbICTYNUTL NPOTUB Npecnenosartend,
nokasaTtb emy, YTO ero AeCTBUSA OLIEHNBAOTCA HEraTMBHO, NOAAEPKATL XKEPTBY, KOTOPOMN HY>KHA
ncuxoriornyeckasi NOMOLLb, COOBLLMTL B3POCNbIM O (hakTe arpeCcCMBHOMO NOBEAEHMS B CETU.

MoOunbHbIN TenedoH



COBpeMeHHbIe CMapTd)OHbI M nnaHweTbl coaepxaT B cebe BromnHe B3p00ﬂbl|7| (byHKLJ,VIOHaJ'I, n
Tenepb OHU MOTYT KOHKYpPUpOBaTb CO CTauMOHaApPHbLIMKX KOMMbOTEPAMMW. OpaHako, cpencTB 3alnTbl
Ans Nogo6HbIX yCTpOVICTB NoKa O4YeHb Marllo. TeCTI/IpOBaHI/Ie M NOUCK yFI3BVIMOCTeI7I B HUX
nponcxognuT He Tak UHTEHCUBHO, KaK OnA MK, To xXe camoe kacaeTcs U MOBUNbHbIX I'IpI/IJ'IO)KeHI/IVI.

COBpeMeHHbIe MOOUNbHbIE 6pay3epb| yXe NpakTn4eckn gorHann HactosibHble aHanorn, ogHako
pacmnpeHmne (byHKLI,VIOHaJ'Ia Bne4eT 3a cobon 6OJ'IbLIJyIO CITOXHOCTb 1 MEeHbLUYH 3allULLEHHOCTD.

[aneko He Bce NpoM3BOAUTENM BbIMyCcKaoT OOHOBNEHMS, 3aKpbiBAOLLIME KPUTUYECKNE YA3BMMOCTH
AJ151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTU MOOUIBHOrO TenedoHa:

Hudero He aBnsieTcs no-HacTodlwemy BecnnaTtHbIM. Ey,El.b OCTOpPOXeH, Bedb Koraa Tebe npegnarakT
BGecnnaTtHbI KOHTEHT, B HEM MoryTt ObITb CKPbITbl KaKne-To nnaTtHble YyCinyru,

Hyman, npexge 4em otnpaBute SMS, oTo nnm Bugeo. Tbl TOYHO 3HaeLb, rae oHu ByayT B
KOHe4YHOM utore?

HeobxoamMmMo 06HOBNATL ONEpPaLMOHHY0 CUCTEMY TBOErOo CMapT(OoHa;
Mcnonb3yi aHTMBMpPYCHbIE NporpamMmmbl 4N MOOUbHbLIX TeNedOHOB;

He 3arpyxai npunoxeHust OT HEU3BECTHOMO UCTOYHIKA, Beb OHU MOTYT CoAepXaTb BPeAOHOCHOE
nporpamMmMHoe obecrneyeHue;

Mocne Toro Kak Tbl BbiMAELb C canTa, rge BBOAWI JINYHYI0O MHAOpMaLUIo, 3ainan B HACTPONKK
Opay3sepa u yganu cookies;

ﬂepmonmqecm nposepm?l, Kakue nnatHble yCnyrn aktuBupoBaHbl Ha TBOEM HOMeEpPE,

[aBan cBoii Homep MobUbHOro TeriedoHa TOMNbKO MASAM, KOTOPLIX Thbl 3HAELLb U KOMY
AoBepsieLlb;

Bluetooth gorkeH GbITb BbIKMHOYEH, KOFAa Thl MM He Mosnb3yellbesi. He 3abbiBaii MHOrAa NpoBepsTb
aTo.

Online wurpbl

CoBpeMeHHbIe OHMaWH-Urpbl - 3TO KPACOYHbIE, 3axXBaTbiBaOLLME pa3BreyveHus, obbegnHstowme
COTHW ThbICSIY YENOBEK MO BCceMy MUpy. Vrpoku nccrneayoT AaHHbI UM Myp, obLiaoTes apyr ¢
LPYroMm, BbIMOSHSIIOT 3a[jaHusl, CpaXakTCs C MOHCTPaMM 1 Nosy4yatoT onbIT. 3a YAOBONIbCTBME OHM
nnaTsaT: NOKynakoT ANCK, onradvBaloT aboHEMEHT UK NpPUOGpeTatoT Kakmne-To Oonumun.

Bce aTu cpeactea nayT Ha nogaepkaHue u pasBuTUe Urpbl, @ Takke Ha camy 6e30MacHOCTb:
COBEPLLUEHCTBYOTCA CUCTEMbI aBTOPU3aLIMK, BbIMYCKAOTCA HOBbIE NaTyy (LMGPOBbLIE 3annaTku Ans
nporpamm), 3aKpbiBatoTCs YI3BUMOCTU CEPBEPOB.

B nogo6HbIX Mrpax CTOMT onacaTbCsl He CTONbKO CBOMX COMEPHMKOB, CKONbKO Kpaxkv TBOEro napors,
Ha KOTOPOM OCHOBaHa cUCTEMa aBTopu3aLuy GONbLUMHCTBA Urp.

OcHoBHble COBETbI MO 6€30MacHOCTUN TBOEro MrpoOBOro akkayHTa:

1. Ecnu gpyroii urpok Beaet cebs nnoxo unu cosgaeT Tebe HENPUATHOCTK, 3aBroKMpyi ero B
CMNVCKE UrPOKOB;

2. MNoxanynca agMMHMCTpaTopaM Urpbl Ha NSIOX0e NOBEAEHNE 3TOr0 UMPOKa, XKenaTenbHo
NPUNOXNTb Kakne-To AoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnmyHyto MHpopmauuio B Npodanne urpbl;
4. YBaxan gpyrnx y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeodmumanbHble Natin u MOAbl;

6. Micnonbayi CnoxHble N pasHble Naponu;

7. Oaxe BO Bpemsi Urpbl He CTOUT OTKMOYaTbL aHTUBUPYC. [oKa Thl Urpaellb, TBOW KOMMbIOTEP MOTyT
3apasuTh.

DOUWNHr unu KpaXa NMNYHbIX OaHHbIX



OObI4HON KpaXken AeHEr 1 AOKYMEHTOB CEroAHSA y>Ke HUKOro He YANBULLb, HO C pa3BUTMEM
WHTEPHET-TEXHONOMNIA 3MTOYMbILLSIEHHUKM NEPEMECTUINCL B MHTEPHET, Y MPOSOSHKAOT 3aHMMATLCA
"MmobumbiM" genom.

Tak nosiBunacb HoBas yrpo3a: MUHTEPHET-MOLLEHHMYECTBA UNKU (PULLNHT, rNaBHas Lefb KOTOPOoro
COCTOMT B NosydeHun KoHuaeHUMarnbHbIX JaHHbIX Nonb3oBaTenemn - NOrmHOB 1 naponein. Ha
aHrnunckom a3bike phishing yutaetca kak guwimHr (ot fishing - peibHas nosng, password - naposns).

OcHoBHbIe coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cneam 3a cBouMM akkayHToM. Ecnu Tbl nogospeBaeLlb, YTO TBOSI aHkeTa bbina B3nomaHa, To
Heobxoanmo 3abnoknpoBaTh ee N COOOLWMTL agMUHUCTPaTopam pecypca 06 3TOM Kak MOXHO
ckopee;

2. Vicnonb3yn 6e3onacHble BeG-calTbl, B TOM YUCHE, UHTEPHET-Mara3nHoOB 1 MOUCKOBbIX CUCTEM;

3. Micnonb3yi cnoxHele n pasHble naponu. Takum obpasom, ecnv Tebs B3fnomaroT, TO
3M10YMbILUMNEHHWKM NOMy4YaT OOCTYN TOMbKO K OAHOMY TBOEMY NMPOdunIo B CETU, @ HE KO BCEM,;

4. Ecnu Tebs B3nomarnu, To Heobxoaumo NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOPbIE
nobaBrneHbl y TebS B Apy3bsiX, 0 TOM, YTO Tebs1 B3nomanu 1, BO3MOXHO, OT TBOErO MMeHN byaeT
pacchbiniaTbCsl Cnam U CCbINKM Ha PULLNHIOBbLIE CalThbl;

5. YctaHoBu HagexHbiI naponb (PIN) Ha MOGUNBHBIN TeNedOoH;
6. OTknNo4YmM coxpaHeHne napons B bpaysepe;

7. He oTkpblBai thainbl U Apyrne BroXeHUs B NMCbMax, Aaxe eCriv OHU NPULLINN OT TBOUX ApPYy3en.
Jlydle yTOYHM Y HUX, OTNPaBNAnNu N oHn Tebe aTn dannel.

LUudposas penytaums

Lindposas penytauus - 3To HeraTMBHas Unm No3nTUBHast MHpopMaLms B ceTu o Tebe.
KomnpomeTupytoLlas nHgopmMaLms, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbIM 06pa3om
OTpa3nTbCH Ha TBOEN peanbHoOm XnsHu. "Lindposas penytaums” - aTo TBOW MMUOXK, KOTOPbIA
dopmupyeTca n3 nHpopmauum o Tebe B MHTEPHETE.

TBOE MecCTO XMTenbcTBa, y4ebbl, TBOE hMHAHCOBOE NONOXeHMe, 0COBEHHOCTM XxapakTepa u
paccka3sbl 0 6rn3kMX - BCe 3TO HaKkannmBaeTcs B CETU.

MHormne NnoApOCTKM NIErKOMbBICIIEHHO OTHOCSTCA K NyGnvKaumm nNMyYHoOM MHpopMaummn B MIHTepHeTe,
He NOHUMas BO3MOXHbIX NOCNEACTBUNA. Thl AaXe HE CMOXELLb JoraaaTbCsa O TOM, 4YTo dhoTorpacms,
pasmeLLeHHas 5 neT Hasag, cTana npMyYnHOM OTKa3a NpUHATL Tebsa Ha paboTy.

KommeHTapun, pasmelleHme TBoux ootorpadumii u gpyrme encTBUSA MOryT HE UCHE3HYTb Aaxe
nocrie Toro, Kak Tbl X yAanuib. Thl HE 3HaeLLb, KTO COXpaHUn 3Ty MHopMaLuio, nonana nm oHa B
NMOWCKOBBLIE CUCTEMbI M COXPaHMMach N1 OHa, a FMaBHOE: YTO NOAYMAaKOT 0 Tebe oKpyXKaroLue noau,
KOTOpble HangyT u yBuasT 310. HanTn nHdopmaumio MHOro neT cnycTss CMOXeT JtoboM - Kak 13
[00pbIX NOBYXAEHUI, Tak U C HAMEPEHUEM NPUYNHUTE Bpes. ITO MOXET ObITb KTO YrogHo.

OcCHOBHble COBETbI M0 3alMTe LUMPOBOIN penyTaumn:

1. MNogyman, npexae 4em 4To-To NybnunkoBaTth 1 NepegaBaTb y cebsi B 6nore unm B coumansHom
ceTu;

2. B HacTpovkax npoduris yCTaHOBM OrpaHU4eHnst Ha NPOCMOTP TBOEro NPodusia u ero
COOEepXXUMOro, caenan ero Tonbko "gns gpysen”;

3. He pa3meluan n He ykasbiBai MHGOpMaLMIO, KOTOpasi MOXET KOro-nimbo ockoponaTb unm
obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LLIKONbHUKK - akTUBHbIE MOMb3oBaTenu LudpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HatoT, YTO MOSb30BaHWE MHOMMMW BO3MOXHOCTSIMU LIMGOPOBOro Mupa TpebyeTt cobnoaeHus
npae Ha UHTENNeKTyanbHyt0 COGCTBEHHOCTD.

TepMmuH "MHTeNnekTyanbHas COGCTBEHHOCTbL" OTHOCUTCS K Pa3fiMyHbIM TBOPEHUSM YENOBEYECKOro
yMa, HaunHas C HOBbIX N300peTeHnin U 3HaKoB, 0603HaYalLWMX COOCTBEHHOCTb Ha NPOAYKThI U



YCnyru, n 3akaH4ymBaa KHUramu, d)OTOFpa(bI/IFlMI/I, KI/IHOd)I/IﬂbMaMI/I N My3blKallbHbIMU
npon3segeHnaMNn.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEeKTyarnbHY COOCTBEHHOCTb Ha NPOU3BeaeHNs HayKu,
nuTepaTypbl U NCKYcCTBa. ABTOPCKME MpaBa BbICTYNaloT B KA4YECTBEe rapaHTUM TOro, YTo
WHTENNEKTyanbHbIA/TBOPYECKUIA TPy aBTopa He OyaeT HanpacHbIM, 4acT eMy crpaBeasnBble
BO3MOXHOCTU 3apaboTaTth Ha pe3ynbTaTax CBOEro Tpyaa, NoNyyYnTb U3BECTHOCTb U NPU3HaHKe.
HuvkTo 6e3 paspelleHns aBTopa He MOXeT BOCMNPOU3BOANUTL ero Npov3BeaeHne, pacnpocTpaHaTh,
ny6rvMYHO AEMOHCTPUPOBaTh, NPoAaBaTh, UMMOPTUPOBATb, NyckaTb B MPoOKaT, MyGNNYHO UCMONHSATD,
nokasblBaTb/MCMOMHATL B 3upe unn pasmellatb B IHTEpHeTe.

Wcnonb3oBaHue "I'IVIpaTCKOFO" nporpamMmmHoro obecneyeHus moxeT npmnBecTn K MHOT'MM pUCKaM: OT
noTepun AaHHbIX K TBOUM akkayHTamM [0 6J'IOKVIpOBKI/I TBOEero yCTpOVICTBa, raoe yctaHoBJ1eHa
HeneranbHaa nporpamMmma. He ctounTt Takke 3abbiBaTb, 4TO CyLLECTBYIOT JieraljibHble U becnnaTtHble
nporpamMmbl, KOTOpble MOXXHO HaWTu B ceTun.

O nopTane

CeTeBUNYOK.pd - TBOW IMaBHLIN COBETYMK B CETU. 34€Ch Thl MOXELLb Y3HATbL O 6€30MacHOCTM B CETH
NOHATHLIM U AOCTYMHbIM S3bIKOM, @ NMPX BO3HUKHOBEHNWN KPUTMYECKOWN CUTYaumm obpaTmuTbes 3a
coBeTOM. A Takxke MPUHATb y4acTue B KOHKYpCax U cTaTb CaMbiM LIMGPOBLIM rpaxaaHuHom!



